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== Open 128K 116K
== close 7.84K 961
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e Lustre Job_stats pluginB] LAKEXIA BT AFIELASE

m I[dentity can be process name, client node name, process id or any ID which can
be read from a process’s environment variables

I

m We use HT-Condor job ID as job identity | Ictl set_param jobid_var=_CONDOR_IHEP_JOB_ID

m On login nodes without HT-Condor ID, Lustre will use the default identity
as 'procname+uid”
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e¢On Metadata server

_# cat /proc/fs/lustre/mdt/lhaasofs-MDTO000/job_stats |grep job_id |wc -1

1529 c -1

# cat /proc/fs/lustre/mdt/lhaasofs-MDT0000/job_stats |head -n 22 488

job_stats:

- job_id: 1fs.0
snapshot_time: 1638074772
open: { samples:
close: { samples:
mknod: { samples:
link: { samples:
unlink: { samples:
mkdir: { samples:
rmdir: { samples:
rename: { samples:
getattr: { samples:

setattr: { samples:

{
{
{
{
{
{
{
{
{

job_stats:

- job_id:
snapshot_time:
read_bytes:

0}

0}

write_bytes:

getattr:
setattr:
punch:
sync:
destroy:
create:
statfs:
get_info:
set_info:
quotactl:

getxattr: samples:
setxattr: samples:
statfs: samples:
sync: samples:
samedir_rename: samples:
crossdir_rename: samples:
read_bytes: samples:

{o2]
[cNoNoNoR o No N oo NoNoNoNoNo ol
o e e e e e e e e e e e e o o

0}
write_bytes:
0}

samples:

punch: samples:

m Total running jobs accessing this
device: 1529

s Number of metadata: 22

|# cat /proc/fs/lustre/obdfilter/lhaasofs-0STO000/job_stats |grep job_id|w

| |# cat /proc/fs/lustre/obdfilter/lhaasofs-0ST0000/job_stats |head -n 15

1fs.0
1638075012
{ samples: : bytes, min:

samples: : bytes, min:
samples:
samples:
samples:
samples:

{
{
{
{
{
{ samples:
{
{
{
{
{

reqs
reqgs
reqs
reqs
reqs
reqs
reqs
reqgs
reqs
reqs

samples:
samples:
samples:
samples:
samples:

(e T e R

m Total running jobs accessing this
device: 488

s Number of data operations: 15
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[ |
[El—A3%11£430000 BARES 2/ F0E Collectd 1%
e AT B TIRAS RRZEE & EMLKIEIE 12075 /#metric

ETARAERELIRE, FRK
L2 7 /BB metric

Valuable
Metrics

collectd.lhoss@2_ihep_ac_cn.lhaasofs-0ST@007-jobstat_3523795¢_0O.derive-sum_write_bytes,1638022641.000000,98.800000
collectd.lhoss®2_ihep_ac_cn.lhaasofs-0ST@007-jobstat [35236876_0.derive-max_write_bytes, 16386822641.000000,26.433333

collectd.lhoss82 ihep ac c¢n.lhaasofs-0STO007-jobstat |35236870 0.derive-write samples,16380622641.000000,0.016667
collectd.lhoss82 ihep ac c¢n.lhaasofs-05ST0007-jobstat |35237785 O.derive<sum write bytes,1638022641.000000,98.900000
collectd.lhoss®2 ihep ac cn.lhaasofs-0ST@007-jobstat |35237785 O.derive-min_write bytes,1638822641.000000,48.766667
collectd.lhoss82 ihep ac c¢n.lhaasofs-0STO007-jobstat |35237785 0.derive-write samples,1638622641.600000,0.0833333
collectd.lhoss82 ihep ac cn.lhaasofs-0ST0007-jobstat |35235676 O.derive-sum write bytes,1638022641.000000,174659.61543
collectd.lhoss@2_ihep_ac_cn.lhaasofs-0ST@@R7-jobstat_ [35235676_0.derive-write_samples,1638022641.000000,0.216539

rAlTlAar+Ad ThAacecd Shan ar ;fin ThaacAafe NCTAANRT Anhet+at+ 12C1 77007 A HAndua crim md+a huudacs 1£20R07£A41 ARAAARMR 001 [+l ToToTrts)


https://github.com/LiXi-storage/barreleye
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Metrics

Another kind of data collect and analysis

Running Job Info
application about running job : -

Index)

subdisk trigger value timev  operation fsname
0  0STO000 122951105_0 1.100000 1617465627 write_samples  Thaasofs

1 0STO000 122951129_0 68.266667 1617465627 min_read_bytes Thaasofs # grep "Query" 2021-05-09_2021-05-10_*

3 0STO000 123660742_0 68.266667 1617465627 max_read_bytes lhaasofs 2021-05-09_2021-05-10_besfs4_gensample. log:Query used: 1972.941382 seconds
27 0STO006 rsync_12142 4437.333333 1617465715 max_read_bytes Thaasofs 2021-05-09_2021-05-10_besfs5_gensample. log:Query used: 1223.382304 seconds
28 0ST0006 rsync_12142 0.750000 1617465715 setattr lhaasofs 2021-05-09_2021-05-10_besfs6_gensample. Tog:Query used: 705.211348 seconds
45 0STO00b 123647284_0 1.050000 1617465715 write_samples  Thaasofs 2021-05-09_2021-05-10_bprofs_gensample. log:Query used: 1013.886942 seconds

54 0STO00b rsync_12142 68.266667 1617465715 min_read_bytes Thaasofs 2021-05-09_2021-05-10_Thaasofs_gensample.log:Query used: 1364.852332 seconds
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ostoplist = [“read_samples” 1
™ ) ¢ i
Stream Sample Model . ML
Replicator Builder Trainer Model mdtoplist = :
Y, \. J —> >
-~
Y _\ . P - ned _re e _*) - e
Graphite ElasticSearch Realtime |,-*
Se rver Server Detector Visualization of Anomaly job behaviour( Dimensionality Reduction by T-SNE)
g - :
751 :
v
—_——— S0 S -
Graphite Client 0w Alert Fllter %
Graphite Client S 3 N =
collectd l 5:3 0 d .
collectd =
Job Statistics =25 - » Y
Job Statistics Alerter 0 &> o
(WeChat, E-mail) 75 » —r
-100 . rormal
-100 -75 -éo -25 0 2,5 S0 7'5

metricl

Since we keep the timestamp, we can also made training samples as time series, and train more complicated
models such as recurrent neural networks in the future.
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e With above I/O metrics, we can simply make detection by heuristic
policies
m The threshold of problematic job for each operation is difficult to determine
m can not adapt to changes of hardware and software

m can not detect new

eMachine learning provides a data driven way to do this task
eIn this case, we used a ML algorithm called Isolation Forest

m Unsupervised, do not need tagged data set for model training

m linear time complexity, low memory requirement, works well in high dimensional
problems that have a large number of irrelevant attributes, and in situations where
training sets do not contain any anomalies
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elsolation Forest builds a set of proper binary trees from
dataset: X = {x1, ..., xn} of n instances from a d-variate
distribution.

m to build one isolation tree, recursively divide X by randomly selecting an
attribute g and a split value p, until either: (i) the tree reaches a height limit, (ii)
| X| =1 or (iii) all data in X have the same values.

m For a new data point, its path length h(x) of a iTree is the the number of edges x
traverses an iTree from the root node until the traversal is terminated at an

external node. |
s(z,n) =2""<t o
m Than its anomaly score is e(n) = 2H(n — 1) — (2(n — 1)/n) E s
HG) = In(i)+0.5772156649 o s
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eTwo parameters of Isolation Forest

training stage: O(ty log )
= number of trees (t)

evaluating stage O(ntlog )
m number of samples used to build a Forest ()

eExperiments show that ' e
= h(x) converges with a small number of trees ’
= Training with sub sampling gives comparable S
result with training on full dataset o N —
a Default setting of ¥ is 256 B
every effective on large, high dimensional data SR
eWidely used, included in scikit-learn package R
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eHyper parameters of IF

m n_estimators=100, max_samples=256, contamination=0.1

eSeparate models for Metadata and data operations

eSeparate models with samples collected last day and week

eNew job samples are tagged by cron job every 10 mins

eSince we have detailed information of HT-Condor job in
Elasticsearch, we can display details of abnormal jobs

m uid, submission time, procname etc.,
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eTagged data samples for last 10 mins are reshuffled for
visualization with matplotlib

eThe first 5000 samples are reduced to 2-D with PCA and t-SNE

adf_sorted
Unnamed: i " |
o rigger fsname read_samples write_samples destroy create get_info set_info quotactl sum_read_byles sum_write_bytes  sta
Visualization of Anomaly job behaviour of OSTs during last 10 mins{ Dimensionality Reduction by T-SN
18070 3633 45626603_180 bprofs 0.000000 0.016658 0.0 0.0 0.0 0.0 0.0 0.000000 78.475183 16375
22616 3674 45626603_1604  bprofs 0.000000 oo 00 00 00 00 00 0.000000 68.363788 16376 80
23729 4587  45626606_693  bprofs 0.000000 0.016662 0.0 0.0 0.0 0.0 0.0 0.000000 68.696432 163756 &0
20373 1231 45626603_971 bprofs 0.016666 0.016656 0.0 0.0 0.0 0.0 0.0 68.224226 68.257538 16375 a0
4136 4138 45626604_27 bprofs 0.000000 0.016650 0.0 00 0.0 00 0.0 0.000000 67.798340 18375
20
o~
o
35704 356 46626604 937 bprofs 0.000000 0.016664 00 00 0.0 0.0 0.0 0.000000 0,000000 16376 E 0
35481 133 45626603 1479  bprofs 0.000000 0.016664 00 00 00 00 00 0.000000 0.000000 16375 20
35533 185 45626603_613 bprofs 0.000000 0.016666 0.0 0.0 0.0 0.0 0.0 0.000000 0.000000 16375
23911 4760 45626605_604  bprofs 0.000000 0.000000 00 oo 0.0 00 00 0.000000 1307.916667 16375 —40
4829 4820  456266056_667  bprofs 0.000000 0.000000 0.0 0.0 0.0 0.0 0.0 0.000000 1267.866667 16376 —60 anoma\y
1574 rows x 18 columns -80 narmal
» —-80 -0 -40 -20 o 0 40 =] 80

metricl

for i

Visualization of Anomaly job behaviour of OSTs during last 10 mins( Dimensionality Reduction by PCA)
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metricl
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Write Throughput

5/26 08:00 5/27 00:00 5/27 08:00

5/26 00:

5/24 16:00 5/25 00:00 5/25 08:00 5/25 16:00 5/26 16:00

== /besfs3 Min: 0 kBs Max: 0 kBs Avg: 0 kBs == /besfs4 Min: 0 kBs Max: 117 MBs Avg: 404 kBs == /besfs5 Min: 317 kBs Max: 2.888 GBs Avg: 208 MBs
== /bes3fs Min: 0 kBs Max: 881 MBs Avg: 87 MBs

’

execnode jobsubstrid user jobidsubtime  group
= 3 T s ostdayadf. ilecl:10, [0, 1,2, 3, 4,5, 6, 7, 8, 9, 10, 13, 1411
beas0732 thep.ac.on 270402492 2021-06-24 10:16:18 physics
bws0881 dhep.ac.on  27003466.1061 20210623 222769 physics trigger fsname read_samples write_samples destroy create get_info seti_info quotactl sum_read_bytes sum| _write_bytes lastday_score |
bes0866 ihep.ac.on  27003466.1266 2021-06-232227:69 physics 27003466_1255 bests5 1045216667 581.616667 0.0 0.0 0.0 0.0 0.0 4.2812075+08 1.770720s+09 0.874030
Ihws169ihep.ac.on 270034661230 2021-0623222769 physics 27003466_1051 besfs5  1065.733334 603.070160 0.0 0.0 0.0 0.0 0.0 4.3652445+06 1.8409735+09 0.874030
bws0910ihepac.on 2704024981 2021-0624 10:16:18 physics 27003466_139  besfs5 520.402149 562.585470 0.0 0.0 0.0 0.0 0.0 42400435406 8.7781442+08 0.874030
<:| 27003466_825 besfs5 419.933333 611.783333 0.0 0.0 0.0 0.0 0.0 3.4287625+08 5.7208650+08 0.872258
27003466_1651  besiss 464.408741 526.808741 0.0 0.0 0.0 0.0 0.0 3.7811545+08 6.993245+08 0.872258
w0921 dhep.ac.on 27003466468 2021-0623 222759 physics
27003486_19  basfs5 482.501990  1084.066666 0.0 0.0 0.0 0.0 0.0 3.9287475+08 7.5468382+08 0.872258
bws0910dhepac.on  27003466.1060 2021-0623222769 physics
27003466_895 besfss 398.400000  1346.600000 0.0 0.0 0.0 0.0 0.0 3.2505175+08 1.0221768+09 0.872258
t 7 W . o 75 o1
txmi010hep.ac.on  27003466.1833 2021-06-23 222769 physics 27003466_1698 besfs5  436.483333 472.370999 0.0 0.0 0.0 0.0 00  3.575671e+08 1.2350018+09 0.872258
jrws033dhep.ac.on  27003466.1597 2021-0623222759 physics 27003466_1305 besiss 352.718972 403.518972 0.0 0.0 0.0 0.0 0.0 2 6718425+06 7.9743430+08 0.872258
bes0836dhepac.on  27040249.33 20210624 10:16:18 physics 27003466_551 besfss 378.716667 414933333 0.0 0.0 0.0 0.0 0.0 3.1143255+08 4.7208402+08 0.872258
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Thanks for your attentions!
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